w APPLICATION NOTE

See What Matters

Using the Syslog Client to log System Security Events locally

This application note outlines how to use the ’s built-in Syslog
client to log security events to a LAN connected Syslog server. It also
explains how to install an open-source Syslog server on a Windows PC for
those who don’t have a Linux Syslog server. The Syslog client is only

available on the and requires a firmware version of 1.01.108 or
higher.

Overview

The Syslog client can not only log security events like alarms, arming and disarming, it can also log zone openings

and closings in real-time. Honeywell users will be limited to zone information only when disarmed and will have a latency of
up to 60 seconds on zone closures. This is a limitation of Honeywell panels and not of the

The type and format of events logged depends on whether the is connected to a DSC or Honeywell panel.
DSC Panels Honeywell and UNO
Zone Openings and Closings Zone Openings and Closings
System Openings and Closings (Arm/Disarm) All Contact ID Events in Contact ID format
Zone Alarms Zone Alarms
Shutdown Requests Shutdown Requests

Table 1: Syslog Events

The Syslog client is RFC3164 compliant and allows you to select from any of the 8 “Local” facility services. Severity is coded
per the severity of the event, but in general they fall between WARNING, NOTICE, and INFO (i.e. zone openings and closings)

1. Setting up alocal Syslog Server on Windows

If you already have a Linux computer on your LAN, then you can skip this section and go directly to the “Setting up the Syslog
Client”.

For you to log the output of the Envisalink’s Syslog client, you need a server. There are many free servers available but we’ll
use a popular Open-Source server called “Visual Syslog Server”.

1) Download Visual Syslog Server for Windows from Sourceforge

https://sourceforge.net/projects/syslogserverwindows/
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https://sourceforge.net/projects/syslogserverwindows/

2) Install the Syslog server as per its instructions
3) Find out the IP address of your computer. You can do this by opening a command window and typing “ipconfig”. See

below
[ - L - i - L i
EA C\Windows\system32iemd.exe E@éj
- - —— W W —~
C:Users *ipconfig i
Windows IP Configuration
Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix E
Link-local IPve Address feBA::4df3:eabB:447d:-2cBex1?
IPv4 Address. . . . . . 192 .168.8.165
Subnet Ma=sk . . . . . . 255 _255_.255.8
Default Gateway . . . . 122.168.8.1
ireless LAM adapter Wireless Hetwork Connection 3:
Media State . . . . . . . . - - . & Media disconnected d
Connection—specific DMS Suffix . =
Hireless LAM adapter Wireless Hetwork Connection 2:
Media State . . . . . . . . . . . & Media disconnected
Connection—specific DMS Suffix . =
Wireleszz LAM adapter Wireless Metwork Connection:
son—specif i . i

In this example the IP address of the PCis 192.168.0.165.

Note: You should make a MAC reservation for your PC in your router’s DHCP table so that your IP address

4) If you haven’t done already, start the Virtual Syslog Server for Windows. Once you have completed the steps in the next

section you will see something like the following reported by your (DSC in this example).
[ visual Syslog Server 1.6.3 g @
A Eﬁ ¢‘> - Cl i ti) 4
Setup Fant Pracessing  Highlighting Gota new Views file Clear About Terminate
Display
Views file | syslog -~
Message fitering = All messages match
Displaying % messages
Time * | Hast | Faclity ‘ Priotity | Tag Message
Mar 27 09:11:24 192,168,090 localn notice ENWISALIMK[OD1C2AF1016E Arming by User: 01
Mar 27 09:13:36 192,168,090 localn info ENVISALIMK[O01C2ZAF1016E Zone Cpen: 2
Mar 27 09:13:37 192.168.0.90 locald niotice: ENYISALINK[D01CZAF1016E Zone Alarm: 02
Mar 27 09:13:35 192.168.0.90 locald info ENWISALINK[O01CZAF1016E Zone Closed: 2
Mar 27 09:13:39 192.168.0.90 locald niotice: ENYISALINK[O01CZAF1016E Zone Alarm Restoral: 02
Mar 27 09:13:52 192.168.0.90 locald niotice: ENYISALINK[O01CZAF 1016E Disarm by User: 40
Mar 27 09:14:24 192,168,090 localn info ENVISALIMK[O01C2ZAF1016E Zone Cpen: 2
Mar 27 09:14:30 192,168,090 localn info ENWISALIMK[OD1C2AF1016E Zone Closed: 2
LIDP 0.0.0.0:514 TCP 0.0.0.0:514 [0]
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2. Setting up the Syslog Client
You configure the Syslog client by logging into your directly so this requires that you be on the same LAN as your

1) Connect to the IP address of your from a Web Browser. The default username is user and the default
password is user. For more information on how to find your IP address, see the “Connecting to your Envisalink Locally”
application note.

2) Go to the network page and look for the new section called “Syslog Client”. See below.

Network Parameters

192.168.0. 090

IP Address
Network Mask 255.255.255.0
Gateway 192.168.0.1
DNS Server 192.168.0.1
DHCP Status DISABLED

Make Network Settings Static?

Change User Password
Envisalerts Server 198.61.170.85
ONLINE
Server IP Address 22 8 L U ¢
Facility (16-23, 0 = OFF) 16 @
CHANGE

EnvisAlarm Status

3) The first arrow points to where you enter the last number of the IP address of your Windows server machine. In our
example it is 165

4) The second arrow points to the “Facility”. You can select anything from 16 to 23 which corresponds to LOCALO-LOCAL7
(see RFC3164 for more information on facilities). Select anything from 16 to 23, it doesn’t matter to the Windows client.
On Debian/Ubuntu Linux, the LOCAL facilities will show up in /var/log/messages. Selecting O for the facility turns off the
Syslog Client entirely.

5) Select the “Change” button to save your settings and then reboot your for those changes to take effect.
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